Cato Management Application Quick Reference Guide

ﬁ Access

Welcome! This guide provides those new to the Cato Management Application (CMA) with access to the latest
Access section learning resources from the developer. Simply click on the main topic you wish to review to open
the related resource section of the Cato Learning Center in your browser.

3. Access

Identity Providers and Authentication &)

User Awareness (=) | | Directory Services )

» Using Cato Identity Agents for User Awareness SCIM U . . . e
ser PI'OVISIOI"III"IQ =)
s Adding User Awareness to Directory Services

s Provisioning Users with SCIM

= Using AD Query for User Awareness « SCIM Provisioning with Entra ID (formerly Azure)

s How to Configure Windows Event Forwarding for User Awareness «  SCIM Provisioning with Okta

+ Managing User Awareness Exceptions « SCIM Provisioning with Onelogin

« Adding Reverse DNS Lookup Hosts

LDAP User Provisioning S
«  Overview of Directory Services and User Awareness
s Configuring the Windows Server for Directory Services
« Implementing LDAP User Provisioning
« Syncing Users with LDAP
s Configuring LDAP Sync and SSO with Onelogin

« Configuring Directory Services with Okta LDAP

Migrating from LDAP to SCIM User
Provisioning

» Preparing to Migrate to SCIM (Part 1)
s Testing User Provisioning (Part 2)

» Migrating LDAP to SCIM (Part 3)

s Adding Users to Your Cato Account

« Using an Identity Provider for Your Cato Account

» Activating Users with a Registration Code

s  Working with User and System Groups

» Provisioning Users with SCIM and LDAP

s Changing Between SCIM and LDAP User Provisioning

« Resolving Issues with LDAP Sync

« Changing the Email Address or User Principal Name of Users
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https://support.catonetworks.com/hc/en-us/sections/4413265609361-Access
https://support.catonetworks.com/hc/en-us/sections/360000468478-Identity-Providers-and-Authentication
https://support.catonetworks.com/hc/en-us/sections/4963941731357-User-Awareness
https://support.catonetworks.com/hc/en-us/sections/4413272775057-Directory-Services
https://support.catonetworks.com/hc/en-us/sections/4413272775057-Directory-Services
https://support.catonetworks.com/hc/en-us/sections/13651147040413-SCIM-User-Provisioning
https://support.catonetworks.com/hc/en-us/sections/11726226373917-LDAP-User-Provisioning
https://support.catonetworks.com/hc/en-us/sections/28000327077789-Migrating-from-LDAP-to-SCIM-User-Provisioning
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Single Sign-On -
+ 580 Authentication for Users with Cato

= Corfguring 550 and the Subdomaln for the Account

»  Confguring Multiple Identity Providers

«  Confguring Asure 550 for Your Acgount

#  Authenticats SOP Users Autematically with Windows Credentisly
+  Confguring Choa S50 for Your Aocount

»  Corfguring PingFederate S50 for your Account

= Corfguring Google S50 for Your Acoound

= Confguring Safelet Trusted Access S50 for your Account

s Corfguring RempCioud S50 for your Account

= Changing your Account Mame and Subdomalin

= 550 Sewsion Behavior for Windows SDP Client

o Masigning FTMA Licenses toUkers

»  Understanding the Single User Identity

»  Configuring Multiple kentity Providers

= Hirw Cato MFA g Expiration Mechaniim Works

«  Coefguring Atctid Control with MAC Addness Authentication

& Lbpid Avesreniks | W1 " Ten connaction” Rails whsn querying & DT on Windows seneer 2008

SDP Users -

o Working with Lisen
s Rinvpkingg b Rt s Seidion
o Whgingg the Access Oharvinw Pags

s Showing User Anabytics with SOP Users Overview

Client Access -
Distributing and Installing Device Certificates
& Dhstributing Devioe Cartihe st 12 Windows Divioe Witk Certutil
+  Distributing Duvios Cartiheatis 12 mac0S wnd 105 Davii with Jaml
+  Distributing Dwvioe Certifcates to macDS and 105 Devioes with Microsolt Infune
«  Distributing Centihcates 1o Davioe with Kandji

#  Installieg Dassice Cartibeatics on Lises Do

= Configuring the Authentication Pollcy for Cato Clients

= Cortroling Certifed Corporate Divices [Device Acthentication]
»  Pronidig Cate With Risrote Liser Fesdback

»  Wsing Wisdows Pro Login s the S0P Clant

s Fero Trust Dwvice Security With Cato
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https://support.catonetworks.com/hc/en-us/sections/4413265609361-Access
https://support.catonetworks.com/hc/en-us/sections/4963959594141-Single-Sign-On
https://support.catonetworks.com/hc/en-us/sections/360000468478-Identity-Providers-and-Authentication
https://support.catonetworks.com/hc/en-us/sections/24474122254621-SDP-Users
https://support.catonetworks.com/hc/en-us/sections/4413273450641-Client-Access
https://support.catonetworks.com/hc/en-us/sections/4413273450641-Client-Access
https://support.catonetworks.com/hc/en-us/sections/17647626775709-Distributing-and-Installing-Device-Certificates
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<« Access

Client Policies

= 'What ls the Cllent Connecthity Pollcy?

s Corfguring the Client Connectivity Policy

s Probecting Users with Always-0n Security
Remabe bnternet Security with O Time Authentication

= Centrallzed Management of Bemote Tralhs Bouting [Spllt Tunnel Pollcy]
DHsable Abevays-Oin In Deslgnated Trosted Metworks

s IP Allocation Polcy for Remots Users

s Cantralized Managemaent of Prosy Confiparation (Prody Confiparation Policy)

«  Centraliped Manapament of SDP Lier DNS Settings with the DNS Sattings Policy

Cato SDP Clients
Getting Started with the Cato Client - Managing Client Upgrades -
C ! Cli'ent |I15ta||aﬁﬂr| Guim o = Managing the Bollout of Client Versions (Client Upgrade Policy)

+  [Bast Practioes for Cabo Clent Upgradies

Linux -

End of Sippart [E oS5 Polcy for Cite CRenld
o Irataling and Rurring the Linus Cllent (45,1 and abave] ) " )

= Irataling and Ruredng Ehe Linu Client v5.0

Windows -

+  Cakting Started with the Windows Client

+  leanaling the Cato Certifcate on Windows Denvices

+  ating Started with the Asdiroid Cliest

= Irataling the Cato Certificate on Androkd Dinviced

i0oS =
= Gafting Started with the 105 Client

= Irataling the Cato Certificate on 105 Devices.

»  Gatting Started with the mac0S Cliend

+  leanaling the Cato Certifcate on mac0Ss Devices
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https://support.catonetworks.com/hc/en-us/sections/4413265609361-Access
https://support.catonetworks.com/hc/en-us/sections/15105854690845-Client-Policies
https://support.catonetworks.com/hc/en-us/sections/4963933250461-Cato-SDP-Clients
https://support.catonetworks.com/hc/en-us/sections/18693333748637-Getting-Started-with-the-Cato-Client
https://support.catonetworks.com/hc/en-us/sections/18703989849501-Managing-Client-Upgrades
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Cato SDP Clients

»  Cate Clent Laat-Mile Suppant for IPwd

s Collctieg Client Logs

= Ristonding lsued Lhing the Cabs Clent

s Uhsing ‘Windows Client 5.0 on Windows Server

& MAC Addredd of S0P Clients

=  Uhsing Capthve Portal Detection with Cato Cllents

& Conhgurisg a Different LIDP Pary for the Cao Clisnt
= Urideritarsiing Explring Sessfon for Users

& Clignt TCP Fallback for LROP Tunnel

w o o Ulnbrotall the Windows Olient Ling MalExecin:
s Maraging S0P Clients with the Cato User Portal

«  Cate Clent Privacy Dats Seset

Browser Access .
»  Bigrader Acdidd Portal Overdew - Soufing Remate Aot to Applications.

»  Configuring the Browser Aocess Portal

o Dafining thi Brower Atdidd Policy

» Configuring the Cato Browser Extenslon

& Maruging Applicationd Tor the Browser Aocess Pomal

= Dwfining Browser Access o Remote Hosts

& Monitoring Browser Acoess Evenits

Other Access Articles +
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https://support.catonetworks.com/hc/en-us/sections/4963933250461-Cato-SDP-Clients
https://support.catonetworks.com/hc/en-us/sections/4964724104093-Browser-Access
https://support.catonetworks.com/hc/en-us/sections/13924150919325-Other-Access-Articles
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