Cato Management Application

Account

Quick Reference Guide

Welcome! This guide provides those new to the Cato Management Application (CMA) with access to the latest
Account section learning resources from the developer. Simply click on the main topic you wish to review to
open the related resource section of the Cato Learning Center in your browser.
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CMA Admins

s What are Admins and Role-Based Access Control (RBAC)
« Managing Admins

« Managing Admin Roles Using RBAC

» Authenticating Admins

« Configuring KeyCloak SSO for CMA Admins

Resources

Objects

« Managing Groups

« Working with Custom Apps

+ Working with Categories

+ Creating Device Posture Profiles and Device Checks
+ Using IP Rangesin Policies

Creating Floating Ranges for an Account

Catalogs

» Usingthe App Catalog

s Overriding Default Domain Categories for the Account

» ldentifying the Category for a Domain

s Using the Threat Catalog

s Using the Indications Catalog

Integrations

« Using the Integrations Page
« Configuring the Microsoft Entra ID (Azure AD) Connector

« Configuring the Microsoft Entra ID Protection Connector for Sign-In Anomaly Data

» Integrating Custom loC Lists with Containers

+  Working with Advanced Configuration for the Account

Account Information

«  Working with Cato License Types
« Managing Site Bandwidth Licenses
« Managing Access to My Account

= Guide to Cato Data Lake

» Viewing the Account Info

» Managing Account Access (Legacy)

Showing All Sockets in the Account (Sockets & Accessories)

« Showing Zendesk Tickets for Your Account
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https://support.catonetworks.com/hc/en-us/sections/4405370474001-Account
https://support.catonetworks.com/hc/en-us/sections/5136763464733-CMA-Admins
https://support.catonetworks.com/hc/en-us/sections/13908070797981-Account-Information
https://support.catonetworks.com/hc/en-us/sections/4413273451281-Resources
https://support.catonetworks.com/hc/en-us/sections/24446921783069-Objects
https://support.catonetworks.com/hc/en-us/sections/24413842074397-Integrations
https://support.catonetworks.com/hc/en-us/sections/4413273451281-Resources
https://support.catonetworks.com/hc/en-us/sections/24414614565917-Catalogs
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Event Integration

« Integrating Cato Events with AWS 53

» Integrating Cato Events with Azure Storage Account

» EwventIntegration Event Fields

» Third-Party Supported Integrations for Cato Data

s Best Practices for Cato Event Logs and Ingestion

Cato Management Application

CMA Policies

« Working with Policy Revisions

«  Working with Autanomous Policies

s Reference for Rule Objects

» Exporting Security Rules to a CSV File

= Welcome tothe CMA

» CMA - Technical Guidelines

« Getting Help in the CMA

» Understanding Cato's Knowledge Base Al Assistant

s Setting the CMA User Interface Preferences

s Monitoring Your Site with Connectivity Events

s Priority Analyzer Shows Imprecise QoS Priority for Traffic

» Finding the Public IP of Your Sites in the Cato Management Application

« Configuring Filters to Analyze Dashboard Data

« Setting the Time Range Filter

« Using Natural Language Search

» Filtering Data on a Page

» Using the Audit Trail
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https://support.catonetworks.com/hc/en-us/sections/13977310566685-Event-Integration
https://support.catonetworks.com/hc/en-us/sections/360000468698-Cato-Management-Application
https://support.catonetworks.com/hc/en-us/sections/360000468698-Cato-Management-Application
https://support.catonetworks.com/hc/en-us/sections/27343790481437-CMA-Policies

Cato Management Application Quick Reference Guide

:%{;: Account

Branding

« Customizing the Cato Client

+ Customizing the CMA

« Customizing Email Notifications

« Customizing the Warning/ Block Page
+ Customizing Browser Application Portal

« Customizing Reports

Alerts

Third-Party Integrations

» Third-Party Supported Integrations for Cato Alerts
s Creating a ServiceNow Alert Integration
» Creating a Slack Alert Integration

» Creating a Jira Alert Integration

« Creating a Webhooks Alert Integration

« Understanding the JSON Fields for Alert Integrations

« Account Level Alerts and System Notifications

Creating Subscription Groups

+  Working with Mailing Lists

Other Account Articles
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https://support.catonetworks.com/hc/en-us/sections/21365144228253-Branding
https://support.catonetworks.com/hc/en-us/sections/13908020158237-Alerts
https://support.catonetworks.com/hc/en-us/sections/360000463877-Other-Account-Articles
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