Cato Management Application

Security

Quick Reference Guide

Welcome! This guide provides those new to the Cato Management Application (CMA) with access to the latest
Security section learning resources from the developer. Simply click on the main topic you wish to review to
open the related resource section of the Cato Learning Center in your browser.

: s} Security

Security Monitoring

Cato's MDR Service

« Getting Started with MDR
» Reviewing Detection & Response Stories for MDR Customers

« AnOverview of Threat Intelligence

» Using the Security Threats Dashboard

= Using the MITRE ATT&CK® Dashboard

= Using the Cloud Apps Dashboard

s Using the Data Protection Inline Dashboard

s Using the GenAl Apps Dashboard

Security Configuration

Threat Prevention

Cato Firewalls

IPS Service

Cato Cloud Security Protections

« How the Cato Cloud Protects your Account from Phishing Attacks

« Cryptocurrency and the Cato Cloud

« How the Cato Cloud Protects your Account from Ransomware Encryption Actions

» How the Cato Cloud Protects your Account from Cobalt Strike Attacks

» How the Cato Cloud Protects your Account from Suspicious Chrome Extensions

DNS Security

« Customizing the DNS Protections for IPS

» How the Cato Cloud Protects against DNS Tunneling

« Configuring the IPS Policy

»  Allowlisting IPS Signatures

= Monitoring Suspicious Activity with IPS (SAM)

» Enabling and Working with Anti-Malware and IPS

«  Testing Threat Prevention for Anti-Malware and IPS

Anti-Malware

Sandbox Service

« Overview of Cato's Threat Prevention

« Managed Threat Intelligence in the Cato Cloud

Internet Firewall

«  Whatis the Cato Internet Firewall?

« Managing the Internet Firewall Policy

« Usingthe Internet Firewall Configuration Wizard

WAN Firewall

« Whatis the Cato WAN Firewall?

« Managing the WAN Firewall Policy

« Sample WAN Firewall Rulebase

LAN Firewall

«  Whatis the Socket Next Gen LAN Firewall

« Managing the Socket Next Gen LAN Firewall Policy

RBI

» Securing Browsing Sessions Through Remote Browser |solation (RBI)

» Configuring the RBI Service for Secure Web Browsing

Remote Port Forwarding

« Configuring Remote Port Forwarding for the Account

« Security and QoS Recommendations for RPF

« Integrating Imperva Cloud WAF/DDoS Services for Internet-Facing RPF Traffic

» How to Integrate Third-Party DDoS Services for Internet-Facing RPF Traffic

Getting Started with the Cato Firewalls

Adding Device Conditions to Firewall Rules

Adding Sections to the WAN and Internet Firewalls

Internet and WAN Firewall Policies - Best Practices

Restricting Content for Internet Traffic

How to Allow SMB/SMTP Outbound Traffic (and Other Services)
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https://support.catonetworks.com/hc/en-us/sections/4413265612049-Security
https://support.catonetworks.com/hc/en-us/sections/24422062213789-Security-Monitoring
https://support.catonetworks.com/hc/en-us/sections/24422062213789-Security-Monitoring
https://support.catonetworks.com/hc/en-us/sections/24426426228765-Cato-s-MDR-Service
https://support.catonetworks.com/hc/en-us/sections/24422118641309-Security-Configuration
https://support.catonetworks.com/hc/en-us/sections/17184321638941-Threat-Prevention
https://support.catonetworks.com/hc/en-us/sections/8720820176285-IPS-Service
https://support.catonetworks.com/hc/en-us/sections/4413280492049-Cato-Firewalls
https://support.catonetworks.com/hc/en-us/sections/5887379732893-Cato-Cloud-Security-Protections
https://support.catonetworks.com/hc/en-us/sections/12549796394653-DNS-Security
https://support.catonetworks.com/hc/en-us/sections/8720820176285-IPS-Service
https://support.catonetworks.com/hc/en-us/sections/27283897114909-Internet-Firewall
https://support.catonetworks.com/hc/en-us/sections/27283966716829-WAN-Firewall
https://support.catonetworks.com/hc/en-us/sections/27283979187485-LAN-Firewall
https://support.catonetworks.com/hc/en-us/sections/12549861950365-RBI
https://support.catonetworks.com/hc/en-us/sections/19517027404573-Remote-Port-Forwarding
https://support.catonetworks.com/hc/en-us/sections/4413280492049-Cato-Firewalls
https://support.catonetworks.com/hc/en-us/sections/12549853470493-Anti-Malware
https://support.catonetworks.com/hc/en-us/sections/24708489523485-Sandbox-Service
https://support.catonetworks.com/hc/en-us/sections/17184321638941-Threat-Prevention
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Security

Security Configuration

TLS Inspection

s Configuriag TLS Insgssction Policy for the Account

= Adding Devioe Conditions for TLS Inspection

= Ligkeg the TLS Inspection Confiparation Wisand

= Bast Practices for TLS Wgssction

= Supported TLE Cloher Sulies for Cato TLS Inspectlon

& Tewting TLS Ievgaction in the Cibs Cliesd

App Control & Data Protection
Application Control (CASE)

Application Control with Inline Inspection
v Managing the Application Controd Pelkoy
«  Uking Defsul Rectsmnded CASRDLP Palicy
= Uraderstanding Full Path UEL for Aps Condrod vs Intemaet Firewall
«  Croating File Control Rubi bs the Application Coantrol Policy
»  Restricting Aooeas to Saal Application Terants
w  Managing Tenant Restrictions for Saaf Application:
Application Control via APl with App
Activities
= Wt b Application Conbrol via AR with App Activisies

« M it Mg (Inchoding Cogllat): Confguiing the Apg Acthaitied Integratiosd

= GitHuk: Confiparing Bhe Ao Activities Inbegration

«  Arlsgslan [ies snd Conflusncel: Confipuring the Ao Acthvithes Integrasion

+  Sabeslonod: Configuring the Spp Aothithes Integrathon

»  Denchelc Confguring the Apo Acthithes Inteprathon

+  Boee Confguring the App Activities Integration

«  Egryte: Confipuring the App Acthities Integration

+  ChatGPT: Configoring th Aog Aotivinks Inbagratin

= {ooghe Drive and Worlspace: Configuring the App Actheithes Integration

+  Dcpben Conlgoring B &pe Atthitie Integratien

= Hatic Configuring the App Activities Integration

= What i the Unified CASE Soltion?

#  Lingg the Clowsd Aerhvity Dashibegsrd

Certificate Management

«  Managing Centificates for TLS apaxtion

o lrstalling the Root Certificate for TLS Inspection

« How o install the Cato Certificate

o Nrnaling Root CACemibeate o Fireto

«  Certifcabe Warnings with Blocked HTTPS Webslbes

o Sascuwring Tralfse with TLS |rigusction Uing Private Corlificates
s FAC Tor the New Default Cato Certificabe for TLS rapection
«  Dowrlgading Cate Diginal Certifcatet

Endpoint Protection

= Ceptting Started with Cato's Endloodng Protection (EPF)

o Irzallng the Esdpoint Protection Solution

«  Managing the Endpoint Probection Solution

o+ Conbguing Erdgoin Protection

o Symmary of EPP Agent Verdon

» Moritering snd R ponding 1o Endpoint Pratection Theati
»  Usingthe Endpeint Probection Dashboand

= Urdhiritanding EPP Error Meddages
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https://support.catonetworks.com/hc/en-us/sections/24422118641309-Security-Configuration
https://support.catonetworks.com/hc/en-us/sections/12549855517853-TLS-Inspection
https://support.catonetworks.com/hc/en-us/sections/360000473078-Certificate-Management
https://support.catonetworks.com/hc/en-us/sections/12919181948445-Endpoint-Protection
https://support.catonetworks.com/hc/en-us/sections/13996531114397-App-Control-Data-Protection
https://support.catonetworks.com/hc/en-us/sections/5546785297437-Application-Control-CASB
https://support.catonetworks.com/hc/en-us/sections/24373062387741-Application-Control-with-Inline-Inspection
https://support.catonetworks.com/hc/en-us/sections/24373046669085-Application-Control-via-API-with-App-Activities
https://support.catonetworks.com/hc/en-us/sections/5546785297437-Application-Control-CASB
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:¥: Security

Security Configuration ©

App Control & Data Protection =

Application Control (CASB) ©

Application Control with Inline Inspection '+

Application Control via APl with App
Activities

= Whatis the Unified CASE Solution?

= Using the Cloud Activity Dashboard

Data Loss Prevention (DLP) = - )

‘ Data Protection APl F ‘

‘ DLP Inline + ‘

= Creating DLP Content Profiles

= Working with Custom Diata Types for DLP

= Using MIP Sensitivity Labels inyour Cato DLP Policy

s Workingwith Exact Data Matching (EDM) for DLP

= Protacting SharePoint with App Control & Data Protection

= Securing Al App Traffic

Other Security Articles +
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https://support.catonetworks.com/hc/en-us/sections/13996531114397-App-Control-Data-Protection
https://support.catonetworks.com/hc/en-us/sections/5546785297437-Application-Control-CASB
https://support.catonetworks.com/hc/en-us/sections/5948841934877-Data-Loss-Prevention-DLP
https://support.catonetworks.com/hc/en-us/sections/115001626329-Other-Security-Articles
https://support.catonetworks.com/hc/en-us/sections/24422118641309-Security-Configuration
https://support.catonetworks.com/hc/en-us/sections/4413265612049-Security
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