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OVERVIEW 
This quick reference guide offers the following instructions for Call Recording Tenant Administrators 
about how to integrate MiaRec with Microsoft Azure AD for Single Sign-On to the Call Recording 
application:  

• Create SSO Connection
• Grant Tenant-wide Admin Consent (Optional)
• Enforce SSO (Optional)
• Configure Restricted Domains (Optional)

The following actions can be performed by a Tenant Administrator in the Call Recording web portal. 

If the “Auto-Active SSO” option was disabled on the Integration, then the tenant admin must log in to Call 
Recording portal using username/password credentials first and explicitly create SSO Connection for 
their organization. 

Create SSO Connection 
Note, this step is required only when “Auto-Activate SSO” option was disabled on the Integration. 
If the “Auto-Active SSO” option was enabled on the Integration, then the tenant admin can use 
their Microsoft SSO credentials to log in directly to Call Recording portal 

Navigate to Administration > System > Integrations  

• Select the Microsoft Integration, note it may be named differently in your deployment
• Select the Connections tab
• Select +Add Connection
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At Connect service Step 1, select Continue 

Choose an admin account, and Accept the requested Permissions 

At Connect service Step 2: 

• Set Automatic activation to enabled. When enabled, users will not need to access Call Recording
with username/password on first login, they can use SSO from start.
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Select Continue 

MiaRec/Call Recording will connect to Azure AD and verify access 
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If successful, you will see Connected as the Status of the Connection 
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Grant Tenant-wide Admin Consent (Optional) 
Depending on the organization settings, an admin approval may be required before users can use 
Microsoft SSO credentials to log into the Call Recording application. When a user first attempts to use 
their Microsoft credentials to log into the Call Recording application, they will see the error “Approval 
required. This app requires your admin’s approval to…”, like shown in the following screenshot. 

Additional Information 

The approval should be done by the user who has administrative permission in the Microsoft tenant 
account. 

Sign in to the Azure Portal with an administrator account. 

Navigate to Entra ID > Enterprise apps > All Applications 

• Locate the Call Recording application by its name
• Under Security, Select Permissions
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• Select the Grant admin consent for <tenant name> button

• Choose an admin account, and Accept the requested Permissions

Admin consent for the entire tenant is now granted. 
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Enforce SSO Login (Optional) 
By default, the Single Sign On option is provided as an alternative to the username/password 
authentication. It is possible to enforce SSO for all users. 

Navigate to Administration > User Authentication > Password Policy 

• Select Edit Configuration
• In the SINGLE SIGN-ON section, Set Single Sign-On to Mandatory

Important: If SSO is enforced for the entire organization, the users will not be able to use their 
username/password to log into the Call Recording portal. If the SSO integration is unavailable for any 
reason, a support ticket should be created with the Service Provider to reset the settings.  
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Enforce for a single User 

 
Navigate to a User profile Administration > User Management > Users, then select the user: 
 

• Set an Email for the user this has to be the same email configured for the user in Azure Entra 
ID 

 
 

• Set Authentication type to Single Sign-On 
 

 
 
Important: If a user is set to Password, Single Sign-On is allowed for the user implicitly. 
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Configure Restricted domains for SSO (Optional) 
The Restricted Domains setting allows administrators to control which users can sign in with Single Sign-
On (SSO) based on their email domain. 

• When populated:
Users will only be able to authenticate via SSO if the domain portion of their email address
matches one of the domains listed here.

For example, if you add:

o example.com

o example.org

then only users whose email addresses end with @example.com or @example.org will be 
allowed to log in using SSO. 

• When left empty:
SSO login is available to any user whose account is otherwise eligible, as long as their email
matches to the email address in their user profile in Call Recording.

To Configure: 

• Navigate to Administration > User Authentication > Password Policy
• Select Edit Configuration
• In the SINGLE SIGN-ON section, select + Add Email Domain
• Add domains as needed

Important: If an email domain mismatch occurs, the user will be blocked from logging in via SSO, even if 
they have valid credentials with the IdP. 
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